NMHOOPMALMOHHASA NMAMATKA
And ObYYAIKOLWKUXCA And PASMELLEHUA
HA O®UUUAJIbHbIX UHTEPHET-PECYPCAX

C KaXIbIM TOAOM MOJIOACKHU B HMHTCPHCTC CTAHOBUTLCH 6OJIBLHC, a4 IIKOJBHHMKH OJHH M3 CaMbIX
aKTHBHBIX MOJIb30BaTelIeH PYHeTa. Me;xz[y TEM, IOMHMO OI'POMHOI'0O KOJINYCCTBA BO3MO)I(HOCTCI>'I, HHTCPHET
HECCT U Hp06H€MH. OTa mamsrTka J0JIDKHaA ITOMOYb TeOe Oe30macHo HaxXoaUuThCsA B CCTH.

Komn bHOTEpPHble BUPYCbI

KoMmmbploTepHblii  BUpYyC - 3TO PAa3sHOBHJIHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTJIMYUTEIIBHOMN
0COOEHHOCTBIO KOTOPOH fABISETCA CHOCOOHOCTh K Pa3MHOXKEHHUIO. B 0NOJIHEHNE K 3TOMY, BUPYChI MOTYT
MOBPEINUTH WU TIOJTHOCTBIO YHUUYTOXKHUTB BCE (Paiiiibl U JTaHHBIE, TOAKOHTPOJILHBIE TIOJIH30BATENI0, OT UMEHH
KOTOporo Oblga 3amylieHa 3apaKeHHas IporpamMma, a TakKe I[OBPEIUTh WINM JaXe YHHUYTOXKHUTb
OTIEPALMOHHYIO CUCTEMY CO BCceMH (ailiamu B 11eJoM. B O0bIIMHCTBE ClTy4aeB pacrpoCTPaHSIIOTCS BUPYCHI
4yepe3 NHTEPHET.

MCTOZ[BI 3alIUTBhI OT BPCAOHOCHLIX ITPOTpaMM:

1. Mcnonb3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOLIUE CEPHE3HBI YPOBEHb 3alUTBHI OT
BPEOHOCHBIX IIPOIPAMM;

2. TlocrosHHO ycraHaBnuBaih mauTd (uudpoBbIe  3alIaTKH, KOTOPbIE  aBTOMATHYECKH
YCTaHABIIMBAIOTCS C LIENbIO JOPAOOTKHU MPOTpaMMBbl) U Apyrue 0OHOBJICHUS CBOCH OMEPallMOHHON CUCTEMBI.
CkauuBaili uX TONIBKO C odunuanbHoro caiita paspadorunka OC. Ecmu cymiectByeT pexum
ABTOMATHUYECKOTO OOHOBJICHUS, BKJIIOYH €T0;

3. PabGoraii Ha cBoeM KOMIIBKOTCPEC 1104 IIpaBaMU IIOJB30BATCIIA, @ HC aAMHUHHUCTpPATOPA. 910 HE
IIO3BOJIUT 6OJII>HII/IHCTBy BPCAOHOCHBIX IIPOrpaMM HMHCTAJUIMPOBATHCA HAa TBOCM IICPCOHAIBHOM
KOMIIBIOTEPEC,

4. MUcnonp3yll aHTUBUPYCHBIE NPOrpPaMMHBIE MPOJAYKTHl HM3BECTHBIX IPOU3BOAMUTENEH, C
aBTOMaTHYeCKHUM OOHOBIIEHHEM 0a3;

5. Orpanunub (pU3NUECKH JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIUIL;

6. Mcnonp3yil BHeLIHHE HOCUTENN MHPOPMALMK, Takue Kak ¢uienika, JUCK WU ¢aill U3 UHTepHeTa,
TOJIKO U3 IPOBEPEHHBIX UCTOUHUKOB;

7. He oTkppIBaii KOMIBIOTEpHBIE (hailiibl, MOJy4YEHHbIE U3 HEHAJIe)KHBIX HCTOYHHUKOB. [laxke Te dailnsbl,
KOTOpBI€ MpHCIiai TBOM 3HaKOMBIN. JIydllle yTOUHH y HEro, OTIIPABIISUI I OH TeOe HX.

Cetu WI-FI

Wi-Fi - 5T0 He BHJI niepeiayun JaHHBIX, HE TEXHOJIOTHs, a BCETo JIMIIb Opena, Mapka. Emte B 1991 roay
HUIepilaHicKas koMnaHus 3apeructpuponana 6pena "WECA", uto o0o3Hauano cioBocouetanue "Wireless
Fidelity", koTopslit nepeBoAUTCS Kak "OeCpoBOIHAs TOUHOCTD'.

Jlo Hamiero BpeMeHH Jionuia apyras abOpeBHarypa, KOTopas SBISETCS TaKOH e TeXHOJIOorued. IT1o
ab6peBuarypa "Wi-Fi". Takoe Ha3BaHme OBIJIO TaHO C HAMEKOM Ha CTAHJAPT BBICIICH 3BYKOBOW TEXHHUKHU
Hi-Fi, uro B mepeBose 03HauaeT "BbICOKast TOYHOCTB".

Jla, OecruiaTHBIN HHTEPHET-IOCTYI B Kade, OTENIX U adponopTax SIBISICTCS OTIIMYHOW BO3MOYKHOCTBIO
BBIXOZla B MHTEepHET. HOo MHOTME JKCHepThl CUMTAIOT, 4TO oOmienoctynHeie Wi-Fi ceTu He sBISIFOTCS
0€e30MacCHbIMU.

CoBertsl 10 Oe30macHOCTH paboThI B 001Ie0CTYIHBIX ceTsix Wi-fi:



1. He nepenaBaii cBoro nuuHyr0 nHpopmanuio yepe3 obmenoctynubie Wi-Fi cetn. Paboras B HuX,
KeIaTeIbHO He BBOAMTH MAPOJIH TOCTYIIA, IOTHHBI H KAKHE-TO HOMEPa;

2. Ucnionb3yil 1 OOHOBJISI aHTUBUPYCHBIE MPOrpaMMBbl M OpaHaMayep. Tem caMbIM Thl 00€301acHIllb
ce0s OT 3aKauKH BUpYCa Ha TBOE YCTPOICTBO;

3. ITpu ucnons3oBanuu Wi-Fi otkmoun ¢pynkuuto "O06mmii noctyn k ¢aitnam u npuntepam". Jlannas
GYHKIMS 3aKpbiTa MO0 YMOJYAHUIO, OJHAKO HEKOTOPHIE IIOJIb30BATENU aKTUBHPYIOT €€ JUIs yHZoOcTBa
MCIIOJIb30BaHUs B paboTe Win yueoe;

4. He ucnonp3yii myonuunsii WI-FI mis mepemaun JWYHBIX J@HHBIX, HAIPUMEpP IS BBIXOJA B
COLIMAJIbHBIC CETU WM B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonp3yit Toapko 3amuiieHHoe coequHenue yepe3 HTTPS, a ue HTTP, T.e. npu HaGope BeO-
anpeca BBoau umeHHo "https://";

6. B moOunmbHOM Tenedone ortkmoun ¢yHknuo "llogkmouenne k Wi-Fi aBromarnuecku". He
JOMyCKald aBTOMaTHYECKOTO MOKIIIOUEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTu

COHI/IaJII)HBIe CCTU AKTHUBHO BXOIAT B HAIlYy )XKU3Hb, MHOTHC JIIOAU pa60Ta10T H JXUBYT TaM IIOCTOSAHHO,
a B Facebook YK€ 3apCruCTpupoBaH MHUJUIHAPA YCJIOBCK, YTO SBJISICTCA OI[HOI71 CC,I[LMOﬁ BCEX JKUTEICH
IUIaHEeThl. MHOTHE MOJIh30BaTCIIM HE IIOHHUMArT, 4YTO I/IH(l)OpMaIII/Iﬂ, pasMCiCHHad MMHU B COHHAJIBHBIX
CCTAX, MOXKCET OBITE Haﬁ,[[eHa U HCIIOJIb30BaHa KEM YIroaHO, B TOM HYHCJIIC HC 00s13aTeNIbHO ¢ OJaruMu
HaMCPCHUAMU.

OCHOBHBIE COBETHI 110 OE30MIACHOCTH B COLIUAIBHBIX CETAX:
1. OrpaHndp CIUCOK Apy3eil. Y Te0st B Jpy3bsiX HE TOIHKHO OBITH CIIyYaiHBIX U HE3HAKOMBIX JIIOCH;

2. 3amuinail cBOrO 4acTHYIO u3Hb. He yka3wiBail mapoinu, TenedoHsl, agpeca, 1aTy TBOETO POXKICHUS
U APYTYIO JUYHYI0 UHPOPMAIIUIO. 3J0YMBIIIJIEHHUKH MOTYT MCIOJIb30BaTh Jaxe MHPOPMAIMIO O TOM, KaK
ThI ¥ TBOU POAMTEIIHN IIJIAHUPYETE TPOBECTH KAHUKYIIBL,

3. 3ammirail CBOK penmyTaluio - JEPKU €€ B YHCTOTE U 3a7aBail cebe BOMPOC: XOTeN ObI ThI, YTOOBI
Jpyrue TONb30BaTeNM BHJENH, 4YTO Thl 3arpyxaemib? [logymail, mpexae 4dem YTO-TO OMyOIUKOBATH,
HAIKCcaTh U 3arpy3UTh;

4. Ecnu Tel TOBOPHILB C JIOAbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE pealbHOE UM U APYTYIO
JUYHYI0 HHGOPMAIIMU: UMsI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoUee;

5. N36eraii pazmemienus ¢ororpaduii B IHTEepHEeTE, I/1e Thl N300pakeH Ha MECTHOCTH, 1O KOTOPOH
MOJKHO OIIPENEIUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrpanuu B COLMATBLHON CETH HEOOXOIMMO UCIOIb30BATh CIIOKHBIE MTAPOIIH, COCTOSIIIIUE U3
OyKkB U LU(Dp U C KOJIUUECTBOM 3HAKOB HE MEHEE §;

7. I[JBI COLIMAJIbHOM CCTH, ITOYTHI U APYTUX caiiToB HeO6XOI[I/IMO HCIIOJIB30BAaTh PAa3HBIC TAPOJIH. Torma
eclii Te0s B3JIOMAKOT, TO 3JIOYMBINIJICHHUKH ITOJIYy4YaT JOCTYII TOJIBKO K OAHOMY MECTY, @ HC BO BCC Cpasy.

ONEeKTPOHHbIE AeHbIM

DNIeKTPOHHBIE JIEHBTU - 3TO OYEHb YAOOHBIN CHOCOO TUIATEeKEH, OJHAKO CYIIECTBYIOT MOIICHHHKH,
KOTOPBIE XOTST MOJIYYUThb 3TU JECHBIU.

BHGKTpOHHBIe JACHBI'M MOABUIIMCH COBCEM HEJABHO U HMCHHO H3-3a 3TOI'0 BO MHOI'MX IroCyaapCTBax 10



CHX IIOp HE MPONKCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (DYHKUMOHHPYIOT M O HHMX Yy)K€ HPONUCAaHO B 3aKOHE, TJe MX pa3AelsioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIC U HE aHOHUMHBbIE. Pa3HuIla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paszpelaercsi IpOBOAMUTH ONepanuu 0e3 UASHTHU(PUKAIUN T0JIb30BaTelNs, 2 B HEAHOHUMHBIX MJICHTU(UKALINS
MIOJIb30BATES ABISETCS 0053aTEIBHOM.

Takxe crefyer pa3inuuaTh IJIEKTPOHHbIE (DUAaTHBIE NEHBI'W (PaBHBI FOCYAAPCTBEHHBIM BAJIOTaM) U
3JIEKTPOHHBIC HE(pUaTHBIE IEHBIU (HE paBHBI TOCYJAPCTBECHHBIM BAJTIOTAM).

OCHOBHBIE COBETHI 110 O€30IaCHOM pa60Te C SJICKTPOHHBIMU JICHbI'aMU:

1. IlpuBsxu K cyeTy MOOMIBHBINA TenedoH. DTO caMblil YAOOHBIM U OBICTPBINA CIIOCO0 BOCCTAaHOBUTH
noctyn K cuety. IlpuBsa3anHbIi TenedoH nomMoxer, eciin 3a0yellb CBOM IUIATEKHBIA Mapoib WM 3aiieb
Ha CAlT C HE3HAKOMOT'0 YCTPOKCTBA;

2. Ucnonb3yii ogHopa3oBele mapoiu. [locie mepexona Ha yCHJIEHHYIO aBTOpHU3alMI0 TeOe yKe He
OyZeT yrpokaTh OMACHOCTh KPaXXH WITK TIepexBaTa IJIaTe:KHOTO MapoJIs;

3. Boibepu ciioxkHblii 1aposib. [IpecTynHukam OyIeT He TPOCTO yrajarh CIOXKHbINA napoiis. Haxexubie
IapOJIH - 3TO MAPOJIH, KOTOPBIC COIEPIKAT HE MEHEee 8 3HAKOB M BKJIFOYAIOT B CEOSI CTPOYHBIC M MPOIUCHBIC
OyKBBI, UPPBI ¥ HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK JoJuiapa, (pyHTa, BOCKIMIATENbHBIN 3HAK U T.II.
Hamnpumep, $tROng!;;

4. He BBOJHW CBOM JIMYHBIC JAaHHBIC HA caﬁTax, KOTOPBIM HC TOBCPACIID.
ANeKTpoOHHas noyTa

DJIEKTPOHHAs MOYTA - 3TO TEXHOJIOTHS U MPEJOCTABIISIEMBIE €10 YCIYTU MO MEPECHUIKE U MOJYYEHHIO
ANIEKTPOHHBIX COOOIICHUN, KOTOPBIE PACHPENCIIIIOTCS B KOMIBIOTEpHOUW ceTH. OOBIYHO 3IEKTPOHHBIH
MOYTOBBIA SALIUK BBITTSAUT CIACAYIOUIMM 00pa3oM: HMS_IOJb30BaTEIsI(@UMS_JIoMeHa. Takke Kpome
nepeaadu MpocToro TeKCTa, UMEETCsl BO3MOKHOCTH Mepe1aBaTh (Pailiibl.

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C 3JICKTpOHHOI>i IMOYTOM:

1. Hago BbIOpaTh MpaBUIIBHBIN MMOYTOBBIM cepBUC. B MHTEpHETE €CTh OrpOMHBIN BHIOOP OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JyYIll€ JJOBEPATH TEM, KOI'O 3HACIIb U KTO NIEPBBIN B PEUTHUHTE;

2. He ykas3piBaii B JMYHOW TouTe JUYHYI0 HHpopMmanuto. Hampumep, nydme BbIOpaTh
"My3bIKaJIbHbIN (haHaT@" umu "pok2013" BMecTo "Temal3";

3. Ucnonp3yil OBYXSTalmHyIH0 aBTOpPHU3aLMI0. DTO KOrja MOMHUMO Mapojis HYKHO BBOAMTH KO,
IpUcbUIaeMbIi 1o SMS;

4. BpiOepu CIOXHBIN mMapoiib. J[s KaXJa0ro MOYTOBOTO SIIIHMKA JOJDKEH OBITh CBOM HAICKHBIMU,
YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecth BO3MOKHOCTh HaNMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCITONIb3YH 3TY BO3MOXKHOCTB;

6. Mcnonb3yil HECKOJIBKO TOYTOBBIX SIIMKOB. [lepBhid Juisi 4acTHOM MEpenucKku C ajapecaTami,
KOTOPBIM ThI JJOBEPSIEIIb. ITO AIEKTPOHHBIN aJIpeC HE HAJ0 MUCIOJIB30BATh MPU PErUCTpannu Ha GopyMax u
caiTax;

7. He oTkpbIBail ¢ailsibl U Ipyrue BIOXKEHHs B MHCbMax, Aa)Ke €CIM OHM MPUIUIM OT TBOUX JPY3€EH.
Jlydie yToYHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (haiiibl;

8. Ilocne okoH4yaHust pabOTHl HA MOYTOBOM CEpPBHCE MEPE]l 3aKPhITHEM BKIIAJKU C caliToM He 3a0yab



Ha)kaTh Ha "BeriTu".
Kn6epOynnuHr unu BuptyanbHoe usgeBaTesibCTBO

KubepOymnuHr - mpeciieoBaHHE COOOIIEHHUSIMH, COJEPXKAIIUMH  OCKOpPOJICHHS, arpeccHio,
3allyTMBaHUE; XYJIUIAHCTBO; COIIMAIbHOE OOMKOTUPOBAHKE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiics B 60ii. Jlydmuii crmoco6: moCOBETOBAThCS Kak ceOsi BECTH W, €CIM HET TOro, K KOMY
MOXKHO OOpaTUThCS, TO BHAUYalIE€ YCIOKOUTHCSA. EciaW Thl Ha4yHENmb OTBEYaTh OCKOPOJCHHSIMH Ha
OCKOpOJIEHUS, TO TOJBKO e11ie O0JbIIe Pa30iOKeIlb KOHDIUKT;

2. Yrpasinsaii cBoel KubeppenyTaimei;

3. AHOHUMHOCTb B ceTd MHHMMas. CylecTBYIOT CHOCOOBI BBIICHUTH, KTO CTOUT 32 QHOHUMHBIM
aKKayHTOM;

4. He crour BecTH XyJIWUraHCKUN 00pa3 BHUPTyalnbHOW >XKu3HU. MHTepHET ¢ukcupyeT Bce TBOU
JCHCTBYS M COXPAHICT UX. Y JAIUTh UX OyJIeT KpailHe 3aTpyTHUTEIIBHO;

5. CoGumrozait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. WrHopupyii enuHuuHbId HeraTuB. OJHOpPA30BBIE OCKOPOWTENBHBIE COOOLICHHS JIydIle
UrHopupoBaThb. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJlbHOW CTa UM,

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBCHHBIMH COOOIICHHUSIMH, B COLMAIBHBIX CETSAX €CTh
BO3MOYXHOCThH OJIOKUPOBKH OTIPABKH COOOIICHHI C ONpEeAEeICHHBIX a/IpECOB;

8. Ecmm 1Bl cBuumerenb kKuOepOyiummHra. TBOM JCHCTBHS: BBICTYIHTH IPOTHUB IPECIICIOBATEIS,
M0Ka3aTh €My, YTO €ro JEWCTBHUS OLEHHUBAKOTCS HEraTUBHO, MOJAEPKAThb KEPTBY, KOTOPOW HYKHA
TICUXO0JIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (PaKTe€ arpeCCUBHOTO MOBEACHUS B CETH.

MoO6unbHbIN TenedoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COAEepkKaT B ceOe BIOJIHE B3pOCibId (YHKIIMOHAJ, U TeHephb
OHU MOT'YT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMITbloTepaMu. OHAKO, CPEJCTB 3aALIUTHI ISl TOTOOHBIX
YCTPOMCTB MOKa OYeHb Maso. TecTupoBaHUE M MOUCK YSA3BUMOCTEN B HUX NMPOUCXOJUT HE TaK UHTEHCUBHO,
kak i [1K, To jxe camoe kacaeTcss 1 MOOMIIBHBIX MTPUIIOKEHUH.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl YK€ NpPaKTHUECKH JOTHAJIM HACTOJIbHBIE aHAJOTH, OJHAKO
pacupenye GyHKIMOHAIA BIeYET 3a CO00I OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3aLUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENM BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUECKHUE YSI3BUMOCTH
JUISL CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /sl 0€30MacCHOCTH MOOMIIBLHOTO TeleoHa:

Huuero He siBisieTcs mo-HacTosieMy OecruiaTHBIM. Bynb ocToposkeH, Belb Korja Tede mpeiaraior
OecraTHbI KOHTEHT, B HEM MOT'YT ObITh CKPBITBI KaKHE-TO IUIaTHBIE YCIYTH;

Hymaii, mpexxae dyem oTmpaBuTh SMS, ¢oTto umm Bugeo. Thl TOYHO 3HaeUIb, Te OHH OYyAyT B
KOHEYHOM Hutore?

Heo6x0a1Mo0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI 1711 MOOUJIBHBIX TE€JIE(POHOB;



He 3arpyxaii mpuioskeHHsi OT HEM3BECTHOI'O MCTOYHHMKA, BEIb OHU MOTYT COJCPKATh BPEIOHOCHOE
porpaMMHOE OOecTieueHHE;

[Tocne Toro kak THI BBIHACHIb C caiiTa, Tl€ BBOMWI JIMYHYIO HH(POpPMAlLMIO, 3aiiil B HACTPOUKH
Opay3sepa u ynanu cookies;

[Iepuoanuecku npoBepsii, Kakue IIaTHbIE YCIIYI'M aKTUBUPOBAHbI HA TBOEM HOMEpE;
JlaBaii cBoif HOMep MOOMIIBHOTO Tene(oHa TOJIBKO JHOASIM, KOTOPBIX ThI 3HACLIb U KOMY JI0OBEpsEIlb;

Bluetooth nomken ObITH BBIKIIOUEH, KOT/Ia Thl UM HeE Mosb3yelbes. He 3a0biBail nHOTAA MPOBEPSTH
3TO.

Online vrpbl

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPacOUHbIe, 3aXBaThIBAIOIINE Pa3BICUEHUs, OOBEANHAIONINE COTHU
TBICAY YENIOBEK IO BceMy MHpYy. Mrpokd HCCIenyioT AaHHBIA UM MHUp, OOWIAIOTCS APYr C APYroM,
BBITNIOJHAIOT 3aJaHus, CPaXalTCs € MOHCTpaMU M IIOJy4alrOT OINBIT. 3a YAOBOJIBCTBHE OHHU IUIATAT!
MOKYNAIOT UCK, OTUIAYMBAIOT A00OHEMEHT MJIM MPHOOPETAIOT KaKUe-TO OIIUH.

Bce atu cpenctBa MayT Ha MOANEp)KaHUE U Pa3BUTHE UIPHI, a TakKe Ha caMmy O€30MacHOCTh:
COBEPIICHCTBYIOTCS CHUCTEMBI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE maTud (IUGPOBBIC 3aIUTaTKH IS
MIPOrpaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[06HI>IX HUrpax CTOUT OIIaCaTbCA HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaXXu TBOCTO IapOJId,
Ha KOTOPOM OCHOBAaHa CUCTCMaA aBTOpU3alluU OOIBIINHCTBA urp.

OCHOBHBIC COBETHI 110 OE30IIACHOCTU TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroit urpok BeneT cedst II0X0 WU co3AaeT Te0e HEMPUITHOCTH, 3a0JIOKUPYH ero B CITUCKE
WUTPOKOB;

2. HO)KB.J'IyﬁCH AAMUHUCTPATOPaM UI'PbI HA INIOXOC IMMOBCACHUEC 3TOTO UT'POKaA, KEJIATCIIbHO NPUIIOKUTDH
KaKHEC-TO A0KA3aTCIbCTBA B BUJIC CKPHUHOB,

3. He ykasbIBaii In4yHyto HH(OpMaIuio B npodaiine urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIMaIbHbIE TATYN U MOJIBI;

6. Mcnonp3yil crokHble U pa3Hble MapoJy;

7. Jlaxxe BO BpeMs UTPBI HE CTOUT OTKIIIOYATh aHTHBHUPYC. [Ioka ThI UTpaelib, TBOH KOMITBIOTEP MOTYT
3apa3uTh.

PULLIMHT UnNKn KpaXxa JIN4YHbIX AaHHbIX

OObIYHOM Kpaxkel IeHeT U JJOKYMEHTOB CETOJIHS Y>K€ HUKOI'O HE yJIMBHUIIIb, HO C Pa3BUTHEM HUHTEPHET-
TEXHOJIOTUH 3J0YMBIIUIEHHUKNA TMEPEMECTUIINCh B MHTEPHET, M MPOJOJKAIOT 3aHMMAThCS "THOOMMBIM"
JEJIOM.

Tak mosBUIach HOBas yrpo3a: MHTEPHET-MOILICHHWYECTBAa WIM (UILUHT, TJaBHas LEJIb KOTOPOTO
COCTOMT B MOJYYEHUH KOH(PUACHINAIBHBIX JAHHBIX MOJb30BaTeNEl - JIOTMHOB U naposieid. Ha anrnuiickom
a3bike phishing untaercs kak guumHr (ot fishing - peiOHas 1081, password - mapoJb).

OcHOBHBIE COBETHI 110 60PHOE ¢ GUITHMHTOM:



1. Cnequ 3a cBOMM akkayHTOM. Ecim ThI mojo3peBaeiib, 4TO TBOSI aHKeTa ObUIa B3JOMaHa, TO
HE00X0MMO 3a0JIOKMPOBATH €€ U COOOIINTH aIMUHUCTPATOpPaM pecypca 00 3TOM KaKk MOKHO CKopee;

2. Ucnonb3yit 6e30macHbie BeO-CATHI, B TOM YUCIIEe, MHTEPHET-Mara3nHOB U TOMCKOBBIX CHUCTEM;

3. Ucnone3yit crnoxHble W pa3Hble mapoiu. Takum oOpa3om, eciau TeOs B3JIOMAIOT, TO
3JI0YMBINUICHHUKY TOTYYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(HIIIO B CETH, a HE KO BCEM,;

4. Ecim Tebs B3JIOMaJik, TO H€O6XOI[I/IMO npeaynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPEBIC ,Z[O63BJ'ICHBI y
TeOs B APYy3biX, O TOM, 4YTO TeOs B3JI0MAaIU ", BO3BMOXKXHO, OT TBOCTO MMCHH 6YI[CT paccblIaTbCAd CIlaM U
CCBIJIKM Ha (I)I/IH_II/IHFOBBIC CaﬁTBI;

5. Ycranosu HanexHbli naposb (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYH COXpaHEeHHUE mapoJst B Opaysepe;

7. He oTkpbIBail (aiiasl U Ipyrue BIOKEHUS B MUCbMaXx, Jake €CIM OHU MPHUILUIN OT TBOUX JPY3Ei.
Jlydie yToYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paiibl.

LUudpoBas penyrauusa

[MudpoBass pemyramusi - OSTO HEraTMBHas WM T[O3UTHUBHAs wuHpopMmalus B ceTHd O Tebe.
Komnpomerupyromas napopmarius, pa3MelieHHas B UHTEpHETe, MOXKET Cepbe3HbIM 00pa3oM OTpa3HThCS Ha
TBOel peanpHOU >ku3HU. "lludpomas pemyramus" - STO TBOW UMUK, KOTOpBIM QopMHUpyeTcs u3
uHpopmanuu o Tebe B HHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6H, TBOC (I)I/IHaHCOBOC ITIOJIOXXCHUC, 0COOEHHOCTH XapaKTepa U pacCKa3bl
0 OJIM3KHX - BCE 9TO HAKAIJIMBACTCS B CETH.

MHorue noapoCTKU JETKOMBICIIEHHO OTHOCSTCA K IyOJMKaluuu JU4YHON uHpopmauuu B MHTepHeTe,
HE TIOHMUMas BO3MOXKHBIX TOCIEACTBHUA. ThI nake HE CMOXKEUIb JIOTaAaThCsi O TOM, 4To (oTorpadmus,
pasMelleHHas S JeT Ha3aj, cTaja MIPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazmenienue TBoux Gororpaduil 1 Apyrue AelcTBUS MOTYT HE UCUE3HYTh JaKe Mociie
TOr0, KaK Thl UX yAaJIMIIb. Thl HE 3HaElIb, KTO COXPAaHMWJI 3Ty MH(POPMALKIO, ToNana JU OHa B TIOMCKOBBIE
CHCTEMBI U COXPAaHWIACh JIU OHA, a [JIABHOE: YTO MOJYMAIOT O TeOe OKpYXKAIOIUE JIFOU, KOTOpPbIE HAMIYT U
yBUIAT 3T0. HaliTu nH(opMaIvio MHOTO JIET CITyCTsS CMOKET JIF000H - Kak U3 JOOpbIX MOOYXAEHUI, Tak U ¢
HaMEepEeHWEM IPUUUHUTH BPeJl. DTO MOKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3alTUTe HU(DPOBON permyTaIiu:
1. [Togymaii, mpexae ueM 4To-TO MyOJIMKOBATh U MepeaaBaTh y ce0s B 0J10Te UIH B COIIMAIIBHON CETH;

2. B mHacrpoiikax mnpo¢uis yCTaHOBH OrpaHUYEHUS Ha MPOCMOTP TBOErOo NPOPHUISs M €ro
COJIEP’KUMOT0, CIIeJIall €ro TOJIBKO "uist Ipy3en';

3. He pa3meniaii u He yka3blBail HHPOPMALIHIO, KOTOPAsk MOXKET KOTr0-ITM00 OCKOPOIATH UM 0OMXKATh.
ABTOpCKOE npaBo

CoBpeMeHHbIE IIKOJBHUKHU - aKTUBHBIE MOJIb30BaTeNu HU(poBOro npocrpancTBa. OHAKO JAIEKO He
BCE 3HAIOT, YTO MOJb30BaHME MHOTUMH BO3MOXKHOCTSIMH IIU(GPOBOrO Mupa TpedyeT coOMI0AeHUs MpaB Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "UHTENIEKTyadbHasi COOCTBEHHOCTH'" OTHOCHUTCS K PA3JIMYHBIM TBOPEHHSIM YEJIOBEUYECKOIO
yMa, Ha4MHasl ¢ HOBBIX M300pETeHUH M 3HAKOB, 0003HAYAIOLINX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH, U
3aKaH4MBasi KHUraMu, pororpapusiMu, KHHOQUIbMaMU U My3bIKaJIbHBIMU IPOU3BEICHUSMHU.



ABTOpCKME TpaBa - 3TO IpaBa Ha HMHTEJUICKTYaJlbHYI0 COOCTBEHHOCTb Ha IMPOU3BEICHUS HAYKH,
JUTEpaTyppl W MCKycCcTBa. ABTOPCKHME IIpaBa BBICTYNAIOT B KayeCTBE TapaHTUU TOrO, YTO
MHTEJUICKTYaJIbHBIH/TBOPUECKUI TPyl aBTOpa He OyIeT HAalPACHBIM, 1aCT €My CIPaBEIIHBbIE BO3MOXHOCTH
3apa0oTaTh Ha pe3yJbTaTax CBOErO TPyZa, MOJIYYUTh U3BECTHOCTh M Mpu3HaHue. Hukro 0e3 paspemeHus
aBTOpa HE MOXET BOCIPOU3BOIHUTH €ro MPOM3BEIEHHE, PACHPOCTPAHATh, MyOIWYHO JIEMOHCTPUPOBATH,
IIPO/IaBaTh, UMIIOPTUPOBATH, IIYCKaTh B IIPOKAT, IyOIMYHO UCIIOIHATH, 10KA3bIBATH/UCIOIHATh B 3pUpe Uiu
pa3merars B MHTepHeTe.

Hcnonb3oBanue "mupaTcKoro' mporpaMMHOrO 00ecreueHusT MOXKET MPUBECTH K MHOTHUM PHCKaM: OT
MOTEpH JTAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKM TBOETO YCTPOWCTBA, IJI€ YCTAHOBJICHA HeEJIeTallbHAs
nporpamma. He cTouT Takxe 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHBIC U OECIUIATHBIC MPOTPAMMBI, KOTOPBIC
MO>KHO HAMTH B CECTH.

O nopTrane
CeteBHUOK.p¢ - TBOH IIaBHBIM COBETYHK B CETH. 37ECh Thl MOXEIIb y3HATh O OE30MaCHOCTH B CETH

MOHATHBIM U JOCTYIHBIM S3bIKOM, a IPU BO3HUKHOBEHUM KPUTUYECKOH CUTyallud OOpaTUTHCS 3a COBETOM.
A TaroKe IPUHATH Y9acTHE B KOHKYPCaxX M CTaTh CaMbIM IM(PPOBBIM Irpax1aHuHOM !



