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MWHUCTEPCTBO OGEPA30BAHUA U HAYKM POCCUACKOU ®EOEPALINA

OENAPTAMEHT FrOCYQAPCTBEHHOW MOJIUTUKN B COEPE
OBLUEIN0 ObPA3OBAHUA

MMCbMO
ot 14 mas 2018 r. N 08-1184

O HAMPABJIEHUN UHPOPMALINA

JlemapTaMeHT rocylapCTBEHHON MOJUTUKH B cepe obiero obpazoBanuss Munobpuayku Poccun
HarpaBJsieT JUisl cBeAeHUsl pa3zpaboranHble Bpemennoit komuccueit CoBera deaepanuul Mo pa3BUTHIO
MH(OPMALIMOHHOTO OOIIeCTBa METOAMYECKHE PEKOMEHJAIMU O pa3MEeNIeHHMH Ha WH(OPMAaIMOHHBIX
CTEeHJIaX, OopUIHATIBHBIX MHTEpHET-canTax u IPYTux MH(POPMALIMOHHBIX pecypcax
o011e00pa3oBaTeIbHBIX OpraHU3aluil U OPraHOB, OCYIIECTBISIIOIINX YIpaBieHue B cepe oOpazoBaHus,
nHpopManuy o0 6e30MaCHOM MOBEICHUH U UCTIONB30BaHuM ceTH "MHTepHeT".

Hupekrop [emapramenra
A.EIIETPOB

ITpunoxenue

METOANYECKUE PEKOMEHOALIUU
O PASMEWEHUN HA UHOOPMALIMOHHbIX CTEHOAX, O®ULUUATIbHbIX
WHTEPHET-CAUTAX U APYIT'MX UH®OPMALIMOHHbIX PECYPCAX
OBLEOBPA3OBATEJIbHbIX OPFAHU3ALMA 1 OPITAHOB, OCYLLUECTBNAOLWMX
YNPABJIEHUE B COEPE OBPA30BAHUA, UHOPOPMALIUX O BE3OINMACHOM
NOBEAEHWU U UCTNOJIb3OBAHUU CETU "MHTEPHET"

OkcnepramMmu W ujneHamMu BpemenHoii komuccun Cosera @exepanuu 1O Pa3BUTHUIO
MH(POPMALIMOHHOTO OOIEeCTBA B pPaMKax BBIOJHEHUS PEKOMEHIAUMN MapJaMEeHTCKUX CIyIIaHui
"AKTyallbHbIE BOMPOCHI OOecredyeHus: O€30MacHOCTH U Ppa3BUTUA JEeTe B HH(POPMAIMOHHOM
npoctpaHcTBe”, KoTtopble mpomin B Coere ®Penepauuum 17 ampens 2017 r., 6buM pa3paboTaHb
METOJIMYECKUE pEKOMEHJAlMM O pa3MeUIeHMM Ha UWHQOPMAIMOHHBIX CTEHAAX, O(QUIHATbHBIX
MHTEpHeT-caiTax M Jpyrux HHQPOPMALMOHHBIX pecypcax o001ieo0pa3oBaTelbHbIX OpraHu3aluil U
OpraHOB, OCYIIECTBISIONMINX YIpaBjieHUE B chepe 00pa3oBaHus, HHPOPMAIMH O OE30MaCHOM TTOBEJCHUHN
U ucnonb30oBaHuM cetu "MHTepHeT" (Ianee - METOUYECKHe PEKOMEH AN ).

Meroauueckue  peKOMEHJALMM  HAlpaBJIEHbl HAa  KAYECTBEHHOE  TOBBIINIEHUE  YPOBHA
MH(OPMALIMOHHON JIEATENLHOCTH O0IIe00pa30BaTENbHBIX OPTaHU3AIMA U OPTaHOB, OCYIIECTBISIOMIUX
ynpasieHue B cdepe oOpa3oBaHUs, B 4acTH WH(OOPMHUPOBAHHS YYAIIUXCS, UX POAMTENEH (3aKOHHBIX
MpEeCTaBUTEeNe) W TMEeAarorn4ecKuX pabOTHUKOB 00 OCHOBHBIX AacleKkTaX HH(POPMAIMOHHOM
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0€30I1aCHOCTH.

MeTtoauueckre peKOMEHIAlMKU IO3BOJAT OOIIe00pa3oBaTeIbHBIM OpraHU3alusM W OpraHam,
OCYILIECTBISIIONIMM yIpaBleHHEe B cdepe 0o0pa3oBaHMsA, AaKTyaJlM3UPOBaTh YK€ HCIOJIb3yeMbIe H
pa3MenieHHble HH()OPMALIMOHHBIE MaTepPHAalIbl, TAK U MOJArOTOBUTH MX B CIIy4ae MX OTCYTCTBUS C YYETOM
JYYIIUX IPAKTUK U PEKOMEHIALUH.

B paMkax MeToaM4EeCKUX pEKOMEHIAIMI pacCMATPUBAIOTCS CIEAYIOIINE HHCTPYMEHTHI:
1. nH(bOpMAIIMOHHBIE CTCH/IBI;
2. opunmanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBOi HHPOpMAIUH (ITIKOJIBHBIC Ta3€Thl, IEIarOTUICCKIE U3aHUS U APYTHUE).
UHdopmaLumnoHHbIe cTeHAbI

Ha nndopmanmmonnsix creHnax B 00meo0pa3oBaTenbHBIX OPraHU3aIUgX, PACTIONOKEHHBIX B (oiie
yupexaeHuil W B KaOMHETax, OCHAIIEHHBIX NEPCOHAIbHBIMM YCTPONCTBAMHU JUIsI BbIXOJA B CETb
"NHTepHeT", peKOMEHYeTCsl pa3MeCTUTh HH()OPMAIIMOHHBIE MAMSITKH, COJIEpKaIlie OCHOBHBIE COBETHI
1o o0ecreyeHnIo HHPOPMALIMOHHON 0€30MaCHOCTH YYaIuXCs.

B npunoxenun N 1 kK MeTOIMYECKMM pPEKOMEHJALMSAM INpeICTaBieH oOpasel NaMsaTKd Ui
pasMelleHust Ha THPOPMAILMOHHBIX CTEH/aX.

CpencrtBa maccoBoun UMHcpopmaumm

B cpenctBax maccoBoil MH(OpMAIMK, OPUEHTUPOBAHHBIX Ha OOYyYaroIIMXCs, PEKOMEHIYeTCsS B
TeueHHe Yy4eOHOTO TOJa PEryJsipHO MyOIuKOBaTh HHGOPMAIIMOHHBIE MAaTEPHAIIbI, TOCBSIICHHBIC
OTJENBbHBIM acleKTaM HHQOPMAIIMOHHOW O0e30macHOCTH, a TakKe pa3IuyHble MaMSATKH OOIIero
Xapakrepa.

B cpencrtBax maccoBoit MHpOpPMALMU, OPUEHTHPOBAHHBIX HA MENAarornyeckyro OOIIeCTBEHHOCTD,
PEKOMEHIyeTCsl B TEUEHHE KaJeHIapHOIro Toja PeryispHo MyOIrMKoBaTh UH(MOpPMaIlMOHHBIE MaTepUabl,
MOCBAIIEHHBIE OT/AEIbHBIM aclekTaM HH(GOPMAIIMOHHON 6€30MaCHOCTH KaK HECOBEPLICHHOJIETHHUX, TaK U
o011e00pa3oBaTeIbHBIX OpraHM3alMil, a TakXKe pa3InyHble MaMATKH, 0030pbl HOPMAaTHBHO-TIPABOBOTO
peryaupoBaHus JAaHHOW cdepbl U MH(GOPMAIMIO O AKTYaJbHBIX MEPONPHUATHIX U COOBITHAX B JaHHOMN

cepe.

B xome mposenenuss EgmHoro ypoka mo Oe3omacHocTH B ceTu "MHTepHET" pekoMeHayercs
00€ecreunTh BBIMYCK TEMAaTHYECKOTO BBIMYCKa CpEACTBa MaccoBOM wuHpoOpMauu b0 cepuu
myOIuKanui, cpein KOTOPBIX PAaCCMOTPETh OPraHW30BAaHHBICE MEPONPHUATHUS IS OOydYaoIUXCs, UX
poauTenel (3aKOHHBIX MPEICTABUTENEH ) U TIEIarOrMueCKOM 00IIeCTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcbl

O6meo0pa3oBaTeITbHBIM OpraHu3amusIM  PEKOMEHAyeTCcsS  Ha CBOMX opuUIHATHHBIX
WNuTepHer-pecypcax obecrneunTh (DYHKIMOHUPOBAHUE CAMOCTOSTENBHOTO M CHEUATH3UPOBAHHOTO
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paznena "Mudopmamumonnas Oe3zomacHOCTh", B paMKax KOTOPOTO MPEAYCMOTPETh pa3MeIIeHUe
crnenyrouiei napopmanuu:

N | Pazmen/monmpasnen ®dopmar Coneprxanue MaTepuanoB
MpeACTaBICHUS
MaTepUajoB
1. |JIokanpHble Komuu nokymenToB B | Pazmemarorcst Konuu JOKYMEHTOB, T.€.
HOpMaTHBHBIC aKThl | popmare *PDF CKaHWPOBAHHBIN BapUaHT JJOKYMEHTA,
B cepe COOTBETCTBYIOIIUN TPEOOBAHUAM K
o0ecrnieueHus rapamMeTpaM CKaHUPOBAHUSA.
nH(OPMAITMOHHOU Pa3memarorcst JOKyMEHTHI,
0€30MacHOCTH perjiaMeHTUPYIOLME OPraHU3aluio U
00yJaroImuxcs paboTy C mepcoHaIbHBIMU JTAHHBIMH,

TUIAaHBI MEPOTIPHUSATHI 10 00ECTICUEHHTO
MH(pOpPMaLlMOHHON 06€30M1acCHOCTU
00y4aroUIMXCs U IPyTHE.

2. |HopmaruBHoe Konuu noxymentoB B | [lyOnukyroTcst akTyalbHbIE CBEICHUS O
peryJmpoBaHue dbopmare *PDF (dbenepaibHBIX U PETHOHAIBHBIX
3aKOHaX, MMChMax OPraHOB BIIACTH U
Jpyri€ HOpMaTUBHO-IIPABOBBIE
JIOKYMEHTBI, perJaMeHTHPYIOIINe
obecrieueHre HHPOPMALMOHHOM
0€30MacHOCTH HECOBEPIICHHOIETHUX.
JomyckaeTcsi BMECTO KOIHit
pa3MeniaTh TUNePCChUIKHA Ha
COOTBETCTBYIOIIME JOKYMEHTHI Ha
caiiTax OpraHoB roCy/IapCTBEHHON

BIIACTH.
3. |Ilemarornyeckum Tekcr Ha cTpanuLe Pasmemarorcs Meroguueckue
paboTHHKaM caiita PEKOMEHIallNU U YKa3bIBAETCS
Konuu nokymeHToB B | nH(pOpMaLus 0 MEPOIIPUATHUSX,
¢dopmare *PDF IIPOEKTax U MPOrpaMMax,

HAIPaBJIEHHBIX Ha MOBBIIIEHUE
MH(POPMALMOHHOM IPaMOTHOCTH
NeAarorn4eckux paboTHUKOB.

4. |OOyuaromumcs TekcT Ha cTpaHuIle Pa3smemaercst uHpopmanronHas
caiita namsiTka (mpunoxxenue N 2) u
yKa3bIBaeTCsl HHPOpMAIUs O
MEpONPUATHSIX, TPOEKTAX U
porpaMMax, HalpaBJICHHBIX Ha
MOBBIIIIEHUE HH(OPMAITMOHHOMN
rPaMOTHOCTH O0yYarOIINXCA.
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5. |Pomutensm Tekct Ha cTpaHuUIe Pasmermiaercst unpopmanmoHHas
(3aKOHHBIM caira namaTtka (npusioxxerue N 3).
MIPEJICTABUTEIISIM )
o0yJaromuxcs

6. |Herckue 6e3omacHbie | TeKCT Ha CTpaHUIIE Pasmemaercst uadopmarius o
CaMTHI caiita PEKOMEHIYEMBIX K UCTIOIb30BaHUIO B

y4eOHOM Tpoiiecce 0€30MacHbIX
caiitax, OaHHepbhI 0€30MaCHBIX IETCKUX
CalTOB.

OpranaM, OCYIIECTBISIOIIMM yIpaBieHHe B cepe oOpa3oBaHMS, PEKOMEHAYETCS Ha CBOUX
opunmaneueix  MHTEpHET-pecypcax  obecreunTh  (QYHKIMOHHPOBAHHUE  CAMOCTOSITEIBHOTO |
CrIeMaIn3upOBaHHOTO pa3znena "MudopmannonHas 6e30macHOCTh", B paMKax KOTOPOTO MPEIyCMOTPETh
pasMeleHne cieayoue nHpopMaluu:

[Ipunoxenne N 1

NAMATKA ]
ONs OBYYAIOLMXCS OB MH®OPMALIMOHHOW BE3OMACHOCTM AETEM

HENb3A

1. Bcem moapsin cooOmiaTe CBOIO YacTHYIO MH(oOpMmaiuioo (Hacrosuime ums, hamumimio, tenedoH,
ajipec, HOMep IIKOIIbI, a Takxke GoTorpaduu CBOU, CBOCH CEMBU U JIpYy3€i);

2. OTKpBIBaTh BIIOKEHHBIE (DaliIbl AIEKTPOHHON MOYTHI, KOTJIa HE 3HAEIlb OTIIPABUTEIS;
3. I'pyOuth, npuaupaThes, OKa3blBaTh AABJICHHUE - BECTH c€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiica JeHbIaMH TBOEH ceMbM 0€3 pa3pellieHUsl CTapUIMX - BCEerja CrpaliuBail
poauTenen;

5. He Bcrpeuaiics ¢ VIHTepHET-3HAKOMBIMM B PEaJbHOM XU3HHM - IIOCOBETYMCS CO B3POCIBIM,
KOTOPOMY JI0BEPSEILb.

OCTOPOXHO

1. He Bce mumyt mpaBay. Uuraems o cebe HempaBay B MHTepHeTe - cooOmm 006 3TOM CBOMM
POJIUTENSIM WU ONEKYHAM;

2. HpI/IFJ'IaI_HaIOT NEeperChIBATLCA, UTPATh, 0OMEHHBATHCS - IpOBEPb, HET JIM ITOABOXA,
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3. HesakonHoe konrpoBanue ¢aiiio B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3sblBail B3poCibIM 0 po0sieMax B CETH - OHU BCEr/la IIOMOTYT;

5. Wcnonb3yil HacTpOKM 0€30MacHOCTU M NMPHUBATHOCTH, YTOOBI HE MOTEPSITh CBOM AaKKayHTHI B
COLICEeTSAX M JPYrux Mmopraax.

MOXHO
1. YBaxaii Ipyrux nojb30BaTelnei;
2. [Tonb3yenbest MTHTEpHET-UCTOUYHUKOM - Jiejiail CChUIKY Ha HEro;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a MOMOLIBI B3POCIBIM - POJUTENM, ONEKYHbl M aJAMHUHHUCTpalMs CAaWTOB BCeria
IIOMOT'YT;

5. Ipoiian oOyuyenue Ha caiite "CeTeBUYOK" U MOTYYH MacnopT HUGPOBOro rpaxkaaHuHa!

[Tpunoxenue N 2

MHO®OPMALIMOHHASA NMAMATKA
AnA ObYYAIKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIBbHBIX AHTEPHET-PECYPCAX

C KaxIpIM TOI0M MOJIOJIS)KH B MHTEpHETE CTAHOBUTHCSA OOJIbIIE, a IIKOJbHUKU OJHU M3 CaMbIX
aKTHBHBIX THoOJb30BaTesed PyHera. Mexay TeMm, IIOMHMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEpHET HeceT U NMpo0sieMbl. DTa mamsITKa JOHKHA TTOMOYb Tebe 6e30MacHO HaXOIUThCS B CETH.

KoMnbroTepHble BUPYCbI

KoMnploTepHBIi BHpPYC - 3TO Pa3sHOBHIHOCTh KOMIBIOTEPHBIX IIPOrpamM, OTIUYHUTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBIISIETCS] CIOCOOHOCTH K pa3MHOXKEHHIO. B 1onosHeHne kK 3ToMy, BUPYChl MOTYT
MOBPEINUTh WM TOJHOCTbIO YHUUTOXHUTH Bce (aillibl U JaHHBIE, MOJKOHTPOJIBHBIE IMOJB30BATEII0, OT
MMEHU KOTOporo ObuIa 3alyllleHa 3apa)KeHHasl Mporpamma, a TakKe MOBPEINUTh WM J1aXe YHUUTOXKHUTb
OIEPALMOHHYIO CHCTEMY CO BceMH (QaillamMu B 1eiaoM. B GOJBIIMHCTBE ClyyaeB PacHpOCTPaHSIOTCS
BHUPYCHI Uepe3 UHTEPHET.

MeToas! 3alIUTEI OT BPCAOHOCHBIX IPOrpaMM:

1. Mcnionb3yli COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIUE CEPHE3HBIN YPOBEHB 3aIIUTHI OT
BPEOHOCHBIX MPOrPAMM;
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2. TlocrosnHo ycraHaBnuBaii mauyTH (UUQPOBBIE 3alIaTKH, KOTOPHIE aBTOMATHYECKU
YCTaHABIMBAIOTCS C LEJIbI0 JOPAaOOTKH HpPOTpaMMbI) M Jpyrue OOHOBJIECHHS CBOEH OIepanmoHHON
cucreMbl. CkaunBail MX TOJNBKO C opHUIMAIbHOTrO caiita pazpadorunka OC. Ecim cymecTByeT pexum
aBTOMATHYECKOT0 OOHOBJICHHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIBbIOTEpE MOJ MpaBaMH IOJIB30BaTeNs, a HE aJMHUHUCTpaTopa. DTO HE
MO3BOJINT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHECS HAa TBOEM IIEPCOHAIBHOM
KOMITBIOTEPE;

4. MHcnonp3yii aHTHBHPYCHBIE IPOTPaMMHBIE IPOAYKTBI H3BECTHBIX IPOU3BOAMTENEH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpanuub (pU3NUECKH JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Mcrionp3yit BHENTHIE HOCUTENN HHPOPMALIMH, TaKKe Kak (iemka, TMcK Win (Gailsl u3 nHTepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX UICTOYHUKOB;

7. He oTkppIBaii KOMIBIOTEpHBIC (Dailibl, MONyYEHHBIC W3 HEHA/EKHBIX HCTOUYHUKOB. Jlaxe Te
Gailnbl, KOTOpPbIE ITpHCIal TBOM 3HAKOMBIN. JIyullle yToOuHU y HEro, OTHPABJIsUI JIU OH Te0e UX.

Cetn WI-FI

Wi-Fi - 910 He Bua mepenayn JTaHHBIX, HE TEXHOJOTHS, a BCEro JUIb OpeHs, Mapka. Eme B 1991
roAy HUJAEpJIaHACKas KoMmraHus 3apeructpupoBana opena "WECA", uro o003Ha4ano clioBOCOYETaHUE
"Wireless Fidelity", kotopsblit mepeBoauTcs Kak "GecrnpoBoHAS TOYHOCTH".

Jlo Hamrero BpeMeHu Jouuia Apyras abopeBuaTypa, KOTopas sSBISETCS TaKOH jK€ TEXHOJIOTHEH. DTOo
ab0peBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHJApT BbICLIEH 3BYKOBOM TEXHHUKH
Hi-Fi, uro B mepeBoie 03Ha4aeT "BbICOKast TOYHOCTB".

Ha, OecrutaTHeIi HMHTEPHET-AOCTYN B Kade, OTEIsIX UM a’dpoNopTax sBIAETCS OTINYHON
BO3MO>KHOCTBIO BbIXO/la B MHTEpHET. Ho MHOTHE 3KCIepThl CUUTAIOT, yTo obO1eaocTynubie Wi-Fi cetu He
SBJISIIOTCS 0€30MaCHBIMHU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00MIETOCTYIHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nuuHyto uHpopMmaiuo yepe3 ooduienocrynusie Wi-Fi cetu. Pabotas B Hux,
KeIaTeJIbHO He BBOAMUTH TAPOJIH TOCTYIIA, IOTHHBI H KAKHE-TO HOMEPa;

2. Hcnonb3yihi W OOHOBISI aHTUBHpPYCHBIE TporpamMMbl U OpaHamayep. Tem caMbIM  Tbl
oOe3omacuIb ce0st OT 3aKauKH BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun Qynkiuto "OOmmid mpoctyn k daitnam u npuHtepam".
JlaHHas (GYHKIOHS 3aKphiTa MO YMOJYAHHWIO, OJHAKO HEKOTOpHIC MOJB30BATEIM AKTHBHPYIOT €€ JUIs
y100CTBa NCIOIB30BaHUA B paboTe UM yuebe;

4. He ucnonp3yit myonuuasii WI-FI mist mepenaun JuYHBIX JaHHBIX, HApUMEDP IS BBIXOJA B
COLIMAJIbHBIEC CETH WM B DJIEKTPOHHYIO I1OUTY;
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5. Wcnonw3yit Tonbko 3amuiieHHoe coenaunenue depe3 HTTPS, a me HTTP, t.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenmedone otkimroun (yakiuio "[loakmrouenne k¥ Wi-Fi aBromartmuecku". He
JOMyCKald aBTOMaTHYECKOTO TOJIKITFOUYEHUS YCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CouunanbHble ceTu

ConuanbHble CETH AKTUBHO BXOAAT B Hally >KU3Hb, MHOTHE JIOAUW pabOTalOT M KUBYT TaMm
HOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan Muuinaps 4eoBeK, 4TO sIBJISETCS OJHOI cebMOil Beex
KUTeNeld IaHeTbl. MHOrMe MOJib30BaTeNM HE IMOHHMMAIOT, 4YTO HMH(OpMaIus, pa3MelleHHas UMH B
COILIMAJIBHBIX CETSIX, MOXKET OBITh HAalJIeHa M UCIOJIb30BaHA KEM YIOJHO, B TOM YHUCIIE HE 00s3aTENBHO C
OJ1aruMy HaMEepEeHUSIMH.

OCHOBHBIE COBETHI IO 0E€30IIACHOCTH B COLUAJIBHBIX CETAX:

1. Orpanuub cnucok Apy3ed. Y 1e0s B Apy3bsiX HE JOHKHO OBITh CIy4alHBIX M HE3HAKOMBIX
JIIOJICH;

2. 3ammimaid CBOIO 4YacTHYIO >KWM3Hb. He ykaspiBail mapoinu, TenedoHbI, aapeca, AAaTy TBOETO
POXKICHUS © JAPYryl0 JUYHYI0 HWHPOPMAIUIO. 3JIOYMBIIUICHHUKA MOTYT HCIOJIb30BaTh JIAXKe
UH(OPMAILIHIO O TOM, KaK Thl U TBOH POJIUTENH IJIAHUPYETE IPOBECTH KAHUKYIIbI;

3. 3amumai CBOIO PeImyTaIuio - ISPKU €€ B YHCTOTE M 3a7aBaii cebe BOMpOoC: XOTeIN ObI ThI, YTOOBI
Jpyrue TMOJb30BATEIH BUJCIH, YTO Thl 3arpyxkaemib? [logymaii, mpexiae 4eM 4YTo-TO OIyOJUKOBATbH,
HAIuCaTh U 3arPy3UTh;

4. Ecau TbI TOBOpULIB C JIOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIBHOE UM U IPYTYIO
JUYHYI0 HHGOPMAIIMU: UMSI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoUee;

5. U36eraii pazmenienus ¢ororpaduii B IHTepHeTe, I/1€ Thl H300pakeH Ha MECTHOCTH, IO KOTOPOH
MOJKHO OIIPENEIUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu peructpanuu B COLUANBHON CeTH HEOOXOAMMO HCIIOJIb30BaTh CIOXKHBIE APOJIH, COCTOSIINE
13 OyKB ¥ IUQP U C KOJTUYECTBOM 3HAKOB HE MEHEE §;

7. I[J'IH COLIMAJIbHOM CCTH, MOYTBI U APYIrUx CaliTOB HGO6XO)II/IMO HCIIOJIB30BATh PA3HLIC IIAPOJIH.
Torma ecimu TeOs B3JIOMAIOT, TO 3JIOYMBINIJICHHUKHA IOJYYAaT AOCTYII TOJBKO K OJHOMY MECTY, @ HC BO BCC

cpasy.
ONEeKTPOHHbIEe AEeHbIU

SHCKTpOHHLIC JACHBI'M - OTO OYCHb yI[OGHBIfI CIocoo nnaTexceﬁ, OOHAKO CyHICCTBYHOT MOIIICHHHKH,
KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

SJICKTpOHHLIC ACHBI'M NOABUJINCH COBCEM HCIABHO U UMCHHO H3-3a 9TOI'0 BO MHOTHUX TOCyAapCTBax
A0 CUX IIOP HE IMPOMKUCAHO IMPO HUX B 3aKOHAX.
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B Poccun xe oHM (YHKUMOHHPYIOT M O HHX XK€ MPOINHUCAHO B 3aKOHE, /I UX pa3ieisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIEC U HE aHOHMMHBbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemraercsi TPOBOAWTH omepanuu 0e3 HISHTH(UKAIUK TOJb30BATENsA, a B HEAHOHUMHBIX
UACHTU(DUKALMS [10JIb30BATENS ABISETCA 0053aTEIIBbHOM.

Takxe cnemayeT pa3nuvarh dJICKTPOHHBIC (UATHBIC JICHBIU (PaBHBI TOCYIaPCTBCHHBIM BAIIOTaM) U
ANEKTPOHHBIC HE(UATHBIE IEHBIH (HE PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 10 O€30MAaCHOM paboTe € ANEKTPOHHBIMH JCHbIaMH:

1. IIpuBspku K cyeTy MOOMIIBHBIN TeneoH. DTO caMblii yIOOHBIN U OBICTPHIN CITOCOO BOCCTAHOBUTH
noctynm K cdery. llpuBsizaHHBIM TenedoH MOMOKET, €Clid 3a0yAenib CBOM IUTATEXKHBIA IMapoib WU
3aiJIenIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Vcnonb3yii ogHopa3oBeie mapoiu. [locne nepexona Ha YCHIICHHYIO aBTOPHU3ALMIO T€OE yKe HE
OyZeT yrpokaTh OMAaCHOCTh KPa)XH WIIK TiepexBaTa IIaTeKHOTO MapoJis;

3. Boibepu cnoxHblii maposb. IIpectynHukam OyJeT HeE MNpPOCTO yrajgaTb CJHOXHBIA IapoJb.
HanexxHble mapomu - 3To napoju, KOTOpbIe coiepKaT He MeHee § 3HAKOB U BKJIIOYAIOT B €05l CTPOYHBIE U
MIPOIUCHBIC OYKBHI, TU(PPBI H HECKOJIBLKO CHMBOJIOB, TAKHE KaK 3HAK J0JuIapa, GyHTa, BOCKIUIATEIIbHBIH
3HaK u 1.11. Harmpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JJaHHBIE HAa CaliTaX, KOTOPHIM HE JOBEPSEIlIb.
ONeKTPOHHasA no4Ta

OJNEeKTpOHHAs IMO4YTa - 3TO TEXHOJOIHA U IPENOCTaBISIEMbIE €I YCIYI'M IO IEPECBUIKE H
MOJTyYEHUIO 3JIEKTPOHHBIX COOOLICHUH, KOTOpBIE paclpeleNsioTcs B KOMIBIOTEpHOW ceTH. OOBIYHO
ANIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJSAUT CIEAYIOIIMM 00pa3oM: HMMsl_I0JIb30BATENA(@UMS_JIOMEHA.
Taxoke Kpome nepegadn IpoCTOro TeKCTa, UMEeTCs BO3SMOXKHOCTD IepeaBaTh (aiiibl.

OCHOBHBIE COBETHI 10 0€30MacHOM padoTe ¢ ANEKTPOHHOU MOUTOM:

1. Hago BbIOpaTh NpaBUIBHBI MOYTOBBIM cepBUC. B MHTEepHETe eCTb OrpOMHBIN BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJTHAKO JIYUlIE T0BEPSITh TEM, KOTO 3HACIIb U KTO MEPBbI B peHTHHIE;

2. He yxkaspBaii B JMYHOM TmouyTe JMYHyI0 uHpopmanuto. Hampumep, mydme BbIOpaTh
"My3bIKanbHbIN  paHaT@" win "pok2013" Bmecto "temal3";

3. Hcnonb3yil ABYXSTalHyI aBTOPU3AlMIO. DTO KOI/la MOMUMO MAapoJis HYKHO BBOAMTH KOJ,
npucbuIaeMblil mo SMS;

4. BeiOepu CIOXHBIN Taposb. J[Isi Kaxa0ro MmoYTOBOrO SIIHMKA JOJDKEH OBITh CBOW HAJE)KHBIMH,
YCTOMYHMBBIN K B3JIOMY 1apOJIb;

5. Eciin ecTh BO3MOKHOCTh HAIlCaTh CcaMOMy CBOM JIMYHBIN BOIIPOC, I/ICHOJ'IBS}/ﬁ 9TY BO3MOKHOCTbD;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIUMKOB. [lepBbIi U1 4acTHOW NEPENMCKU C aqpecaTaMi,
KOTOPBIM ThI JIOBEpsieIlb. DTO AJIEKTPOHHBIN aJipec He HaJ0 UCIOIb30BaTh MPU PEruCTpalu Ha (opyMax
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U caiTax;

7. He oTkpbIBaii aiiael 1 APyTHe BIOKEHUS B MUCbMaX, JIaXKe €CJIM OHU MPHUIIUIA OT TBOUX JIPY3€il.
Jlyunie yTo4HM Y HUX, OTIIPABIISLIN JIU OHH TeOE 3TU (ailibl;

8. [Tociie okoHuaHUs pabOTHI HA TTIOYTOBOM CEPBHUCE MEPE/I 3aKPHITHEM BKIIAJIKK C CATOM HE 3a0y/Ib
Ha)kaTb Ha "BriiiTu".

Kn6epO6ynnuHr unu BupTyanbHoe nsgeBaTenbCTBO

KubepOymnuHr - mpeciieoBaHHE COOOIIEHUSIMH, COJEPKAIUMH OCKOpPOJICHUS, arpeccHio,
3aIlyTMBaHUE; XYJIUIAHCTBO; COIIMAIbHOE OOMKOTUPOBAHKE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KHOEPOYILITUHTOM:

1. He Gpocaiics B 00ii. JIyummii cioco6: mocoBeToBaThes Kak ce0si BECTH U, €CJIM HET TOT0, K KOMY
MOYKHO OOpaTHTbCS, TO BHayalleé YCIOKOMTHCA. EcCiM ThI HayHemb OTBeYaTh OCKOPOJICHUSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO elle O0blIe pa3okiKellb KOH(IMKT;

2. YopaBinsii cBoel kubeppenyrauuei;

3. AHOHUMHOCTb B ceTH MHHUMAas. CyIIecTBYIOT CIIOCOOBI BBIAICHUTb, KTO CTOUT 3a aHOHMMHBIM
AKKayHTOM;

4. He crtouT BecTH XyJAUTaHCKHI 00pa3 BUPTyalnbHOU ku3HU. MHTepHET (UKCHpyeT BCE TBOU
JNCHCTBYS M COXPAHICT UX. Y JAMTh UX OyJIeT KpaiHe 3aTpyTHUTEIIBHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyil enauHuuyHbli HeraTuB. OAHOpa30BbIE OCKOPOMTENbHBIE COOOLIEHUS JIydlle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HayalbHOW CTaIuH;

7. Ban arpeccopa. B nporpaMmmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B COITUATBHBIX CETAX €CTh
BO3MOYXHOCThH OJTOKUPOBKH OTIPABKH COOOIICHUI C ONPEICTICHHBIX aIpECOB;

8. Eciu Thl cBuuerens kubepOymimHra. TBOM AEMCTBUS: BBICTYNIUTH NPOTUB IpECieNoBaTes,
[I0Ka3aTb €My, YTO €ro JIEHUCTBHS OLEHUBAIOTCSA HETAaTUBHO, MOAJAEPKAThb XKEPTBY, KOTOPOM HYXKHA
MICUXOJIOrHYECKast TOMOIIb, COOOLIUTH B3POCIBIM O (PAKTE arpecCUBHOIO MOBEJIEHUS B CETH.

MoO6unbHbIN TenedoH

CoBpemeHnHble cMapT(OHBI M IUIAHIIETHI COAEpXAT B ceOe BIOJHE B3pOCHBbIA (QYHKIHMOHAN, U
TeNepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMHM KOMIIbloTepaMu. OIHAKO, CPEICTB 3aLUTHI IS
MOJI00HBIX YCTPOMCTB MOKa 0YeHb Maso. TecTupoBaHHe U MOUCK YS3BUMOCTEN B HUX MPOUCXOJUT HE TaK
MHTEeHCUBHO, Kak 11 1K, To *e camoe kacaeTcss 1 MOOMIIBHBIX IPUIIOKEHUH.

CoBpemeHHble MOOUIIbHBIE Opay3epbl YK€ MPaKTHUYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJIHAKO
pacupenue GyHKIIMOHAIA BI€YET 32 COO0H OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3alUIIEHHOCTb.
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Jlasieko He BCe TPOU3BOAUTENN BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTHICCKUE YSI3BUMOCTH
JUIS CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI [iIs1 0€301acHOCTH MOOUITBHOTO TenedoHa:

Huuero He siBisieTcsl o-HacToALEeMY OecIulaTHBIM. byib 0cTOpOKeH, BeJlb KOrAa Tede MpeiaratoT
OecrutaTHBI KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHe-TO TUIATHBIE YCIYTH;

Hymaii, pexxae yem otnpaBuTh SMS, ¢oro mimu Buzaeo. Tel TOYHO 3Haemib, riae OHU OyayT B
KOHEYHOM uTore?

Heo0xoaumMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE TPOrPAaMMBI /17151 MOOMIIBHBIX TENIe(OHOB,;

He 3arpyail npuaoxeHns: OT HEW3BECTHOTO MCTOYHHKA, BElb OHH MOT'YT COJCPIKaTh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

[Tociie TOro Kak Thl BBIAJCIIL C CaiiTa, rje BBOAWI JMYHYIO WH(POPMAIMIO, 3aiiIi B HACTPOMKH
Opay3epa u ynanmm cookies;

Hepﬂonnqecm/l HpOBepﬂﬁ, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOCM HOMEPC,

JaBail cBoii HOMep MOOWJIBHOrO Tele(OHA TOJIBKO JIIOJAAM, KOTOPBIX Thl 3HAEllb U KOMY
JI0Bepsielb;

Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTAA ThI UM HE TOJb3yelibes. He 3a0pIBail MHOT1a IPOBEPSITH
3TO.

Online vrpsbl

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPAaCOYHbIE, 3aXBaThIBAIOLIME DPA3BJICUEHUS, OOBEAMHSAIOLINE
COTHH THICSIY YEJIOBEK 10 BceMy Mupy. Urpoku uccineayroT 1aHHbI UM MUp, OOLIAtOTCS APYT C JPYIoM,
BBITNIOJHAIOT 33JaHUs, CPAXKarOTCsl C MOHCTPAMM M IIOJIYYalOT ONBIT. 3a YAOBOJIBCTBHE OHHU IJIATAT:
MOKYTAIOT JUCK, OMJIAYMBAIOT a0OHEMEHT WM MIPUOOPETAIOT KaKHe-TO OIIHUU.

Bce 3t cpencTtBa uayT Ha HOJJIEp)KaHUE U pa3BUTHE MIPbI, a TakXke Ha caMmy Oe30MacHOCTh:
COBEpIICHCTBYIOTCS CHCTEMbI aBTOPU3AIMM, BBIMYCKAIOTCS HOBBIE MarTyu (UM(pOBBIE 3aIUIaTKU IS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX urpax CTOUT OmacarbCsd HE CTOJBKO CBOUX COIICPHHKOB, CKOJIBKO Kpa>Xu TBOCTO
apoJist, Ha KOTOpOM OCHOBaHa CUCTEMaA aBTOPpHU3aAllUN OOJBIIMHCTBA urp.

OCHOBHBEIE COBETHI 10 OE30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BefeT cedsl IMIOX0 WM CO3AaeT TeOe HENPHATHOCTH, 3a0JOKHpPYH €ro B
CIIHCKE UTPOKOB;

2. HOX(&HYﬁCH AAMUHUCTpATOpPaM HUI'Pbl Ha IIJIOXOC IOBCACHUC OJOTOTO HI'POKA, KEJIATCIBbHO
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MIPUJIOKUThH KaKUEe-TO JI0KA3aTeJIbCTBA B BUJIE CKPUHOB;
3. He yka3biBaii tnunyro nHpopmaruio B npodaiisie urpel;
4. YBaxkall Ipyrux y4acTHHUKOB I10 UTPE;
5. He ycranaBnuBaii Heo(uMaabHpIe TATYH U MOJIBI,
6. Mcnonp3yil ClI0KHBIE U pa3HbIe 1ApOJIH;

7. Jaxke BO BpeMsi UIpbl HE CTOMT OTKJIIOYaTh aHTHUBHpYC. [loka Tl Wrpaenib, TBOMl KOMIIBIOTEP
MOTYT 3apa3HTh.

PULLIMHT UNKn KpaXxa JIN4HbIX AaHHbIX

OOBIYHON KpaXkei JeHer W JOKYMEHTOB CErOJHS YK€ HHUKOTO HE YIWBHIIL, HO C Pa3BUTHEM
WHTCPHET-TEXHOJOTHIA 3JI0YMBIIUICHHUKA TEPEMECTHIINCh B HMHTEPHET, W MPOJODKAIOT 3aHHUMATHCS
"MrOOUMBIM" JETOM.

Tak mosiBUIIaCh HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJaBHAs LENb KOTOPOTO
COCTOWT B TIONYyYCHUH KOHQPUIACHIIMATBHBIX JAaHHBIX IIOJB30BATENCH - JIOTHHOB W mapoieil. Ha
aHrauiickoMm si3eike phishing untaercs kak ¢umuHr (ot fishing - peiOHas noBis, password - Mapos).

OcHOBHBIE COBETHI IO O0pHOE ¢ HUITHMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl 1OJ03peBaciib, YTO TBOS aHKETa ObLIa B3JIOMaHa, TO
HEOOX0JMMO 3a0JIOKMPOBATh €€ U COOOLIUTH aIMHUHUCTPATOPAM pecypca 00 ITOM KaK MOXKHO CKOpee;

2. I/ICHOHBSYﬁ Oe30ImacHbIe Be6'C3ﬁTBI, B TOM YHUCJIC, MTHTCPHCT-MAlra3MHOB U ITIOUCKOBBIX CUCTCM;

3. Hcnonw3yil cnokHBIE W pas3Hble Mapoyid. Takum oOpa3oMm, ecid TeOs B3JIOMAIOT, TO
3MIOYMBIIUICHHUKH TOJTYyYaT JOCTYM TOJBKO K OJHOMY TBOEMY MPO(HIIIO B CETH, a HE KO BCEM,;

4. Ecau T1ebs B3IOMald, TO HEOOXOOUMO MpPEenyNpeuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no6aBneHsl y TeOs B JAPY3bsX, O TOM, YTO TeOs B3JIOMalM M, BO3MOXKHO, OT TBOETO MMEHHU Oyner
paccbuIaThCs CllaM U CChUIKU Ha (PUILIMHTOBBIE CalThI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE MapoJs B Opaysepe;

7. He oTkpbiBail (haiinel v Ipyrue BIOKEHHS B MUChMaX, J1a)e €ClId OHU MPHIILJIH OT TBOUX JIPY3ei.
Jlydie yTouHUM y HUX, OTIIPABIISIIN JIM OHU TeOe 3Th (aitiib.

LUundposas penytaums
[MudppoBast pemyramuss - 3TO HeraTUBHAs WJIM TO3UTHBHas HH(poOpManus B CceTH O Tebe.

Komnpomerupyromas nHGpopManus, pa3MelieHHas B MHTEPHETE, MOXKET CEPbe3HbIM 00pa3oM OTPa3UThCS
Ha TBOoel peanbHOHN ku3HU. "LludpoBas pemyrauus" - 3T0 TBOH MMHUIK, KOTOPBIH (OpMHUpPYETCS U3
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uHpopmanuu o Tede B UHTEpHETE.

TBoe MecTO KHUTCJILCTBA, y‘le6bl, TBOC (bI/IHaHCOBOC ITIOJIOXKCHHUC, 0COOEHHOCTH XapaKTepa H
pacckasbl O OJIM3KUX - BCE 9TO HAKAIIJIUBACTCS B CETH.

MHorue noapoCTKH JETKOMBICICHHO OTHOCATCS K MyOIuKauuu JudHoi undopmanuu B UutepHere,
HE TOHUMAasi BO3MOXKHBIX TOCIeACTBUUA. ThI nake HE CMOXKEUIb JOTaaaThcs O TOM, 4TO QoTtorpadus,
pa3MelnieHHas 5 JIeT Ha3aj, CTajla MPUYMHOM 0TKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pazmemenue TBoux ¢ororpaduii u apyrue IeHCTBHS MOTYT HE MCYE3HYTh JaXe
1ocje TOro, Kak Thl UX YAaaulllb. Thl HE 3Haelllb, KTO COXPaHWI 3Ty MH(OpMaIHIO, IoNajla JU OHA B
IIOUCKOBBIE CUCTEMBl M COXPaHMJIACh JIM OHA, a IVIABHOE: 4YTO HOJYMAlOT O Tebe OKpYyKaloIlue JIOIH,
KOTOpbIE HAWYT M YBUAAT 3T0. HaiiTu nHpOopMannio MHOTO JIET CITyCTsl CMOXKET Jr000H - Kak U3 JoOpbIX
noOyX/IeHUH, TaK ¥ C HAMEPEHUEM IPUIUHUTH BPEA. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aIIUTC I.[PI(i)pOBOfI penyranuu:

1. ITogymaii, pexae 4eM 4To-TO MyOJIMKOBAaTh W TepeaaBaTh y ceOs B OJOore WM B COMMAILHOM
ceTu;

2. B Hacrpoiikax npo¢uisi YCTaHOBM OrpaHUYEHHUs Ha IMPOCMOTP TBOEro MNpoduiIst U €ro
COJIEP)KMMOT0, C/IeJIail €ro TOJNBKO "I Apy3ei'";

3. He pasmemaii u He yka3piBail HHGOpPMAIIMIO, KOTOpasi MOXET KOro-Iu00 OCKOpOJISTH WIIH
00MXKaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIE IIKOJBHUKU - aKTUBHBIE TOJIb30BaTENN MUPPOBOro mpocTpaHcTBa. OpHAKO AajIeKo
HE BCE 3HAIOT, YTO I0JIb30BAHHE MHOTMMHU BO3MOXHOCTSAMHU LU(POBOro Mupa TpedyeT coON0ACHUS TpaB
Ha MHTEIJIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH "HHTENIEKTyallbHass COOCTBEHHOCTh' OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM YEJIOBEUECKOIO
yMa, HAYMHas ¢ HOBBIX M300peTeHHI U 3HaKOB, 0003HAYAIOIINUX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH, U
3aKaH4MBasi KHUraMu, pororpapusiMu, KHHOQUIbMaMU U My3bIKaJIbHBIMU IPOU3BEICHUSMHU.

ABTOpCKHME TIpaBa - 3TO IPaBa Ha MHTEUIEKTYaJlbHYI0 COOCTBEHHOCTh Ha INPOU3BENICHHS HAyKH,
JUTEpaTypbl M HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadyeCTBE TapaHTUU TOrO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUI TpyA aBTOpa He OyAeT HalpacHbIM, JacT €My CIIpaBeIMBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOETO TPYAad, MOIYYUTh U3BECTHOCTHh M MpHu3HaHHe. HukTo
0e3 paspelieHus] aBTopa HE MOXKET BOCIPOM3BOAUTH €r0 NPOU3BEJACHHE, PACIPOCTPAHATh, MYOJIUYHO
J€MOHCTPUPOBaTh, IMpojaBaTh, HMIIOPTUPOBATh, IYCKaTb B TNPOKaT, IYOJUYHO HCHOIHSITH,
MOKa3bIBaTh/UCIIONHATE B 3(upe win pasmemiats B lHTepHere.

Hcnonp3oBanue "mUpaTcKoro”" mporpaMMHOro o0ecredyeHuss MOXKeT MPUBECTH K MHOTUM pHUCKaM:
OT TMOTepH JAHHBIX K TBOMUM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBa, TIJ€ YCTaHOBJIEHA
HeneranbHas mporpamMma. He crtouT Takke 3a0bIBaTh, UTO CYIIECTBYIOT JierajibHble U OecCIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.
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O noptane

CeTeBI/IIIOK.p(l) - TBOM TJIaBHBIA COBETYMK B CETH. 3,[[60[) Thl MOXKCIIb Y3HATh O 0€e30MacHOCTH B CETH
MOHATHBIM W JOCTYIHBIM S3bIKOM, a IIPU BO3HHUKHOBCHHUU KpPITH‘IGCKOfI CUTyalluun 06paTI/ITBCSI 3a
COBETOM. A TaKxke IIPHUHATH Y4aCTHEC B KOHKYpCaxX U CTaTb CaMbIM HI/I(l)pOBBIM rpa)I(,[[aHI/IHOM!

[Tpunoxenue N 3
NAMATKA ona POOUTENEN OB MH®OPMALIMOHHOMN BE3OMNACHOCTU OETEN

Omnpenenenne TtepMmuHa "uHbOpMalmoHHas Oe3omacHOCTh neTei" conepxkutcs B DeaepanbHOM
3akoHe N 436-D3 "O 3ammurte nereid oT MHGOPMALIUK, TPUIUHSIONIEH BPEA UX 3/I0POBBIO0 U PA3BUTHIO",
PEryJIUPYIOIIUM OTHOIICHHS, CBSI3aHHBIC C 3aIUTON JeTedl OT MH(pOpMaInuu, MPUYUHSIOMEH Bpea HUX
310pOBBIO U (UiK) pazBuThio. COriiacHo JaHHOMY 3aKOHY "MH(pOpMalMOHHAas 0€30MacHOCTh IeTel" - ATO
COCTOSIHUE 3alMIEHHOCTH, TP KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIM C IPUYMHEHUEM MH(OpMaIneit
BpeJla X 370POBBIO U (WIH) PU3NIECKOMY, ICUXUIECKOMY, TyXOBHOMY, HPAaBCTBEHHOMY Pa3BHUTHIO.

B cuny ®enepanpHoro 3akoHa N 436-O3 undopmanueid, mpuUUHAIONIEH Bpel 310pOBbI0 U (HIIN)
Pa3BUTHIO JETEH, SIBISCTCS:

1. undopmarus, 3anpenieHHas s pacCpoCTPaHEHUs CPEIu JAETeH;

2. uHpopMalus, pacpoCTpaHEHHUE KOTOPOM OrpaHMUYEHO CPEu JIeTell ONpeIeIeHHbIX BO3PACTHBIX
KaTeropuil.

3. K undopmanuu, 3anperieHHoN Juisi pacpOCTpaHEHUs CPEIH 1eTei, OTHOCUTCA:

4. undopmarus, nMoOyxJIaromas JeTed K COBEpIIEHUIO JeWCTBUM, NMPEACTaBIAIONMX YIPO3y HUX
KHU3HU U (UIH) 310pPOBBIO, B T.U. IPUYMHEHHIO BPEJa CBOEMY 370POBbIO, CAMOYOUICTBY;

5. crmocOOHOCTH BBI3BATH Yy JIETEH jKeTIaHue YIOTPEOUTh HAPKOTHUECKHUE CPENICTBA, ICUXOTPOIHBIE U
(w1M) oaypMaHUBAIOIIME BEIIECTBA, TaOauyHbIe W3METUs, aJKOTOJBbHYI0O M CHUPTOCOACPIKAIIYIO
MPOAYKILIHIO, TMBO U HAMUTKHU, U3TOTAaBIMBAEMbIE HA €r0 OCHOBE; MPUHATh YYacTHE B a3apTHBIX UIpaXx,
3aHUMATbHCS MPOCTUTYIMEHN, OPOISKHIUUECTBOM UITU TOMPOIIAtHUYECTBOM;

6. O6OCHOBBIB8.I-OH_Ia}I HWJIN OIlpaBJbIBaromass AOIYCTUMOCTb HACUIIUSA U (I/IJ'II/I) ’K€CTOKOCTH JTHOO0
HO6y>KJIaIOH_[a$I OCYHICCTBJIATE HACUIILCTBCHHBIC JlefICTBI/If{ IO OTHOIICHUIO K JIKOAAM H )KHBOTHBIM,

7. oTpuIaoNIas ceMelHbIe IICHHOCTU U (POPMHUPYIOIIas HEYBRKEHUE K POAUTENSAM U (WIH) JPYTUM
YJIeHaM CEMbH;

8. OompaBAbIBAIOIIAA ITPOTUBOIIPABHOC MTOBECACHUC,
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9. comeprkalias HEIEH3YPHYIO OpaHb;
10. comeprkarasi ”HGOPMALHIO TOPHOTPAYUIECKOTO XapaKTepa.

K undopmarun, pacrnpocrpaHeHue KOTOPOil OrpaHMYEHO Cpelu JeTeil ONpeaesIieHHOro BO3pacTa,
OTHOCHUTCSL:

1. uapopmManus, npeacTaBisgeMas B BUIE H300paKEHHSI UM OIMCAHUS KECTOKOCTH, (PU3UIECKOTO U
(MIM) ICUXUYECKOT0 HACHIIUS, IPECTYIIEHUS WX MHOTO aHTUOOIIECTBEHHOTO I€HCTBHUS;

2. BbI3bIBarOUIadg y I[CTCP’I CTpax, yKaC WJIM MMAaHUKY, B T.4. OPCACTABIIsICMasA B BUIC I/1306pa)KCHI/I$I
WIK OIMCaHUS B YHIDKAIONIEH YeloBeYeCKOe JOCTOMHCTBO (opMe HEHACHILCTBEHHOM CMEpTH,
3a00JIeBaHusI, CAMOYOUIICTBA, HECUACTHOTO CIyYasi, aBapuu WIN KaTacTpodbl U (WIK) UX TOCIIEACTBHIA,

3. mpencraBisiemMas B BUJIe U300pa)KEHUS WM OMUCAHUS TOJOBBIX OTHOIICHUN MEXAYy MY>KUYHMHOU U
JKCHIITMHOM;

4. coacprKamas 6paHHBIe CJIOBA M BBIPAXKCHUA, HC OTHOCAIIHUECCA K HeueH3ypH01“4 6paHI/I

C yuerom storo Bam mnpemmaratorcs mpaBmia paboTel B cetH VHTEpHET JUIsl pa3IUYHBIX
BO3PACTHBIX KaTeropuil, COOII0IEHIE KOTOPHIX MO3BOJIUT 00ECIeUnTh HHPOPMAIIMOHHYIO 0€30MacHOCTh
BalllMX JeTEH.

O6wume npaBuna ans poauTteneun

1. He3aBucumo oT Bo3pacta pebeHKa HCIOJB3yWTE MPOrpaMMHOE OOeCIedeHre, MOMOTaloIIee
GWIbTPOBaTh W KOHTPOJIMPOBATH HH(MOpMAIMIO, HO HE IMOJIaraiTeCh IMOJHOCThIO Ha Hero. Baie
BHUMaHHE K PEOCHKY - TJIABHBIA METO/I 3aIUTHI.

2. Eciu Bam pebeHOK HMeeT akKayHT Ha OJHOM U3 couuanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTEeNbHO H3Y4YHTE, KaKyl0 HH(OPMALMIO MOMEUIAIOT €ro
YYaCTHUKHU B CBOUX MPOMIX U Osiorax, BKIro4das ¢pororpaduu u BUIEO.

3. TlpoBepbTe, ¢ KakuMu JpYyrMMM caiiTaMH CBSI3aH COLMAJIbHBIN cepBuc Bamiero pebeHka.
Crpannuku Bamero peGeHka Moryt ObITh 0e30MacHbIMH, HO MOTYT M COAEp)KaTh CCBUIKM Ha
HEe)KeJlaTeJIbHbIE W ONacHble CalThl (HAalpuMep, MOPHOCANT, WJIM CalT, HA KOTOPOM JpPYr YIMOMHHAeT
HOMep coToBoro Tenedona Bamiero pedenka niau Bam nomaniauii aapec)

4. [oowurpsiiite Bammx aereit coodmars 000 BCEM CTPAaHHOM MJIM OTTAJIKUBAIOLIEM U HE CIUIIKOM
OCTpO pearupyiiTe, Korja OHH 3TO JEJAIOT (M3-3a OMAceHus MOTEepATh AocTyn K MHTepHeTy netu He
TOBOPSIT POJUTENSIM O MpodJemMax, a Takke MOTYT HayaTh MCII0JIb30BaTh IHTEpHET BHE JOMa U ILIKOJIbI).

5. BynsTe B Kypce ceteBoi xu3Hu Bamero pebenka. MHTepecyiiteck, KTo UX Apy3bs B MHTEpHET
TaK )K€, KaK HHTEPECYETECh PEabHBIMU JIPY3bSIMH.

BospacTt ot 7 go 8 net

B UnrtepHete peOeHOK cTapaeTcs MOCETUTh T€ WM WHBIE CAMTHI, @ BO3MOXKHO U YaThl, pa3pelieHne
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Ha TOCELICHHE KOTOPHIX OH He Moiy4yws Obl oT poaurteneid. IloaTomy poauTensM ocoOEHHO MOJIE3HBI
OyAyT Te€ OTYeTbl, KOTOpbIE MPEIOCTABISIIOTCA NPOrpaMMaMH I10 OIPAHWYEHHUIO HCIIOJIb30BaHMS
WutepHera, T.e. Pogurenbckuii KOHTPOIb WM TO, YTO BBl CMOXETE YBHJIETh BO BpeMEHHBIX (aiinax. B
pesynbTare, y pebeHka He OyJeT OUIYIIEHUs, YTO 3a HUM BEAETCS MOCTOSHHBIM KOHTPOJb, OJHAKO,
poauTenu OyAyT MO-TIPEeXHEMY 3HATh, KaKHE CAWThI MOcCEIaeT ux pedeHok. /letw B JaHHOM Bo3pacTe
00J1aZjal0T CUJIBHBIM YyBCTBOM CEMbH, OHH JIOBEPUYMBBI U HE COMHEBAIOTCS B aBTOopUTeTax. OHM JHOOAT
UTPaTh B CETEBBIC UIPHI U IIyTEIIECTBOBATH 110 MIHTEpHETY, UCIIOJIB3Ysl JIIEKTPOHHYIO II0YTY, 3aXOJUTh Ha
CaMTBI U YaThl, HE PEKOMEHI0BAHHBIE POIUTEISIMH.

Cosetsl 110 Oe30macHocTH B cetu UHTEepHET auis neteit 7 - 8 ner

1. Co3pmaiiTe CIMCOK JOMAIIHUX MPaBHJI NocemeHust IHTepHeTa npy ydacTuu JeTeil 1 TpeOynTe ero
BBITIOJTHEHUSL.

2. Tpebyiite ot Bamero pebeHka coOar0eHIS BPEMEHHBIX HOPM HAaXOXIACHMS 32 KOMIIBIOTEPOM.
[Tokaxwure pebenky, uto Brl HaOmogaere 3a HUM He OTOMY 4TO Bam 3T0 Xouercs, a moromy 4To Bl
0ecroKoUTECh O €ro Oe30MacCHOCTH U BCET/1a TOTOBBI €My TIOMOYb.

3. Komnblotep ¢ mnoaxmoueHueM K MHTepHETy OOJDKEH HaxOAMTbCs B OOIIEH KOMHAaTe IOJ
IIPUCMOTPOM POJUTENECH.

4. I/ICHOHBBYﬁTe CIICHHUAJIBbHBIC NJCTCKHUEC IIOMCKOBBIC MAallIMHBI.

5. Hcnonb3yiiTe cpeicTBa OJOKUPOBAHUS HEKEIATEIHHOIO KOHTEHTAa KakK JIOMOJIHEHHE K
cTaHnapTHOMY PoauTensckoMy KOHTPOIIO.

6. Co3pgaiiTe CeMEWHBIN SJICKTPOHHBIA SIIUK, YTOOBI HE TO3BOJIUTH JIETSIM HMETh COOCTBEHHBIC
azapeca.

7. bnokupyiiTe mocTynm K caitaM ¢ OeCIUIaTHBIMH TIOYTOBBIMH SIIIUKAMH C TIOMOIIBIO
COOTBETCTBYIOIIETO IPOrPaMMHOTO 0OeCTIeyeHUsI.

8. Ilpuyuure nereil coBeroBaThcsi ¢ Bamu mepen omyOnmkoBaHuMEM KakoW-mubo0 uHMOpManuu
CpeACTBaMU 3JIEKTPOHHOM MMOUTHI, YaTOB, PETUCTPALMOHHBIX (POpM U mpoduIIei.

9. HayuuTe nereil He 3arpyxarthb (pailibl, IporpaMMbl UJIM MY3bIKY 0€3 Balllero COriacHusl.
10. He pazpemaiite geTsM HCIIOJIb30BaTh CIYKObl MTHOBEHHOT'O OOMEHA COOOIICHUSIMHU.

11. B "Oenbiii" criucok caliToOB, pa3pelIeHHBIX ISl OCEUIEHHs, BHOCUTE TOJIbKO CAalThl C XOpoIIei
penyranuen.

12. He 3a0biBaiiTe OecemoBaTh ¢ JeThbMU 00 UX Jpy3bsix B MHTepHETe, Kak eciu Obl pedb muia o
IpY3bsiX B peaJbHOM )KU3HU.

13. He nenaiite "taOy" U3 BOMPOCOB IMOJIOBOM U3HHU, TaK Kak B VIHTepHeTe IeTH MOTYT JIETKO
HATKHYTHCS Ha IOPHOTpaHIo UM CalThl "1 B3pOCHbIX".

14. Ilpuyuure Bamiero pebenka cooOmaTh BaM O JIOOBIX Yrpo3ax WIH TPEBOrax, CBSI3aHHBIX C
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WNurtepuerom. OcraBaiiTech CIIOKOMHBIMA M HAIIOMHHUTE ACTSIM, YTO OHU B O€30MACHOCTH, €CIH CaMH
pacckazaiy BaM O CBOMX TpeBorax. IloXxBajmTe MX W TOCOBETYHTE MOAOWTH €Ile pa3 B MOAOOHBIX
Cly4asx.

Bo3pacTt geten ot 9 o 12 ner

B nanHOM Bo3pacTe 1eTH, Kak MpaBHIIo, YK€ HACIBIIIAHBI O TOM, Kakas HHPOpMaIus CyIIeCTBYET B
WNurtepuere. CoBepLIEHHO HOPMAJIBHO, YTO OHU XOTAT 3TO YBMJETh, IPOYECThb, ycislaTh. [Ipm sToM
HY>XHO IOMHUTb, YTO JIOCTYI K HEXeJaTeIbHBIM MaTepHrajaM MOKHO JIETKO 3a0JIOKMPOBATh IPU TOMOIIA
cpencTB PonuTenbckoro KOHTpOJIS.

CoBeTbl 10 0€30I1aCHOCTH IS aeTeit ot 9 1o 12 ner

1. Co3paiiTe CrIMCOK JOMAIIHUX MpaBui noceueHus: HTepHeT npu yyactuu aereil u Tpedyiite ero
BBITIOJTHEHUS.

2. TpeOyiite ot Bamero pedenka coOII0ACHISI HOPM HAXOXKICHHSI 32 KOMITBIOTEPOM.

3. HaGmronaiite 3a pebeHKOM mpu paboTe 3a KOMIIBIOTEPOM, TIOKaKUTE eMy, 4To Bl Gecriokonrech
0 ero 0€e30MaCHOCTH U BCEI/la TOTOBBI 0Ka3aTh €My ITOMOLb.

4. Komneiotep ¢ mnoakmoueHueM B VIHTepHET IOJDKEH HaXOAWUThCsl B OOIIell KOMHaTe IOA
IIPUCMOTPOM POJUTENECH.

5. Hcnonw3yiiTe cpenctBa OJOKHPOBAHUS HEKENATEJbHOTO KOHTEHTa KakK [OINOJIHEHHE K
CTaHapTHOMY PouTenbCckoMy KOHTPOJIIO.

6. He 3a0bIBaiiTe npMHUMaTh HEMOCPEACTBEHHOE y4acTUe B )KU3HU pebeHKa, OeceloBaTh C AETbMHU
00 ux npy3psax B HTepHerTe.

7. HacrauBaiite, 4ToObl €T HMKOIJAa HE COTJAIAIMCh Ha JIMYHBIE BCTPEUYM C JPY3bSIMH IO
WNHtepHery.

8. [To3BounsiiTe AETSIM 3aXOJUTh TOJIBKO Ha CaliThl U3 ""0enoro" cmucka, KOTOPhIH co3/1aliTe BMECTE C
HUMH.

9. Ilpuyunte feTell HUKOT/Ia HE BbIaBATh JINYHYIO HHPOPMALIMIO CPEACTBAMU JIEKTPOHHOM MOYTHI,
4aToB, CUCTEM MTHOBEHHOTO OOMEHa COOOLICHUSIMH, PErMCTPAlMOHHBIX (POPM, TUUHBIX Npoduiiel U npu
perucTpanyy Ha KOHKypchl B IHTepHeTe.

10. Ilpuyunte nereit He 3arpyxarb mporpammel 6e3 Bamero pasperienus. OObICHUTE UM, YTO OHU
MOTYT CIy4aifHO 3arpy3uTh BUPYCHI HIIK APYTroe HeXelaTeIbHOe IPOrpaMMHOE 00ecIIeUeHHE.

11. Co3paiite Bamemy peOGeHKy OrpaHMYEHHYIO YUETHYIO 3aIllUCh JJi1 pabOThl HA KOMIIBIOTEPE.

12. Ilpuyuure Bamiero pebenka cooOmarh BaM O JIFOOBIX yrpo3ax WIM TPEBOIax, CBSI3aHHBIX C
WNurtepuerom. HamomHuTe neTsM, 4TO OHU B 0€30MIaCHOCTH, €CJIM CaMH paccKas3alld BaM O CBOMX TpeBOrax
U ONIaCEHUSX.
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13. Pacckaxkure aetsm o nopHorpaduu B UHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI JACTH NPEAOCTABIISIIN BaM JOCTYIl K CBOCH AJICKTPOHHOW IMOYTE,
9TOOBI BBl YOCIMIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. OObsicHUTE OEeTsIM, YTO HENb3S HCIOJB30BaTh CETh JUISl XYJIWTaHCTBA, PaCHpOCTPaHEHUs
CIUIETEH WIH yIpo3.

Bo3pacTt geten ot 13 no 17 net

B sTOoM BO3pacTe moApOoCTKH aKTUBHO MCIIONb3YIOT IOMCKOBBIE MAIIUHBI, IT0JIb3YIOTCS 3JIEKTPOHHOM
MOYTOM, Cily’)k0aMU MTHOBEHHOT'O OOMEHa COOOIIEHUAMHU, CKAaUUBAIOT MY3BIKY U (DUIbMBL. Manp4ykam B
3TOM Bo3pacTe OOJjblle MO HpaBy CMETaTh BCE OTPAHMYEHUS, OHH >KaXIYT rpyOdOro IoMopa, a3apTHBIX
Urp, KapTHUHOK "nmis B3pocibix". JIEBOUKM MPENNoYnTaloT oOmIaThCsl B yaTax, MPU 3TOM OHHM ropasfo
0oJiee UyBCTBUTEIBHBI K CEKCYaJIbHBIM JIOMOTaTeNIbCcTBaM B MIHTEpHETE.

3ayacTyio B JaHHOM BO3pPacTe POAUTENISAM YXe BeChbMa CJI0KHO KOHTPOJUPOBATh CBOMX JI€TEH, TaK
Kak 00 lIHTepHeTe OHM YK€ 3HAIOT 3HAUUTENbHO OOJbllle CBOMX poauteneil. Tem He MeHee, He
otnyckaite nerel B '"cBoOoaHoe IuaBaHue" mo MutepHery. CrapaiiTech aKTHBHO y4acTBOBaTh B
obmenun pedbenka B MIHTEpHETE.

BaxxHo no-npexxuemy cTporo co0:iroaath npaBuia MHTepHEeT-6€3011aCHOCTH - COIJIallIEHUE MEXy
porutenssMu U JetbMu. Kpome TOro, HeOoOXOAMMO Kak MOYKHO Yalle NpPOCMATPUBaTh OTYETHI O
nesrenbHocTH netel B WutepHere. Crepyer oOpaTUTh BHUMaHHE Ha HEOOXOAMMOCTb COZAEp)KaHUS
pPOIUTENbCKUX Taposiel (mapoyied aJIMHUHUCTPATOPOB) B CTPOTOM CEKpeTe M OOpaTUTh BHUMAaHHUE Ha
CTPOTOCTh 3TUX HapoJieil.

Cogertsbl 110 0€30MacCHOCTH B 3TOM Bo3pacTe oT 13 1o 17 ner

1. Co3pgaiiTe cnMCOK IOMAaIIHUX MpaBWJ IOcelieHus VHTepHeTa Hpu y4acTUU TMOAPOCTKOB U
TpeOyiiTe 0e3yCIOBHOIO €ro BbINOJIHEHUs. OOroBopute ¢ peOEHKOM CIHCOK 3allpelIeHHBIX CaiToB
("uepHblii crincok"), yacel paboTsl B IHTEpHETE, pyKOBOJACTBO 1O oO1ieHuto B lHTepHeTe (B TOM uncie B
yaTax).

2. KoMnblorep ¢ noaxitoueHueM k cetd IHTepHeT JoKEeH HaXOUThCsl B 0011el KOMHATe.

3. He 3a0wiBaiiTe OecenoBath ¢ AeTbMH 00 UX JIpYy3bsixX B IHTepHETE, O TOM, YeM OHU 3aHSTHI TAKUM
obOpa3om, OyATO pedb HJAET O IPY3bsX B peaibHOU ku3HU. CIpaliuBaiTe O JIOIIX, ¢ KOTOPBIMU JIETH
OOIIAOTCS MMOCPECTBOM CIIY’k0O MITHOBEHHOTO OOMEHA COOOIEHUSIMHU, YTOOBI YOSAUTHCS, YTO ITHU JIIOJIU
UM 3HAKOMBI.

4. Vcnone3yiiTe cpenctBa OJOKMPOBAHMS HEXKENATEIbHOIO KOHTEHTAa KakK JONOJHEHUE K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

5. HeoOxomuMmo 3HaTh, KaKMMU YaTaMu MOyb3yloTcs Bamum netu. [loompsiiite ucmonb3oBaHue
MOJICPUPYEMBIX YaTOB M HACTAWBAKNTE, YTOOBI JETH HE OOIIAINCH B IPUBATHOM PEKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI ACTH HUKOTrJa HE BCTPCHAJIUCH JMUYHO C JPY3bsAMU U3 CCTHU
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HNuTtepner.

7. IlpuyunTe neTell He BBIAABATH CBOIO JIMYHYIO MH(OPMALUIO CPEICTBAMU AIICKTPOHHON MOYTHI,
94aTOB, CUCTEM MIHOBEHHOT'O 0OMEHA COOOIIEHUSIMH, PETUCTPAIMOHHBIX (DOpM, TMUHBIX poduiel u npu
perucTpaniy Ha KOHKYpChl B IHTepHeTe.

8. Ilpuyuute aereit He 3arpyxarb nporpammsl 6e3 Bamero paspemenusi. OObSICHUTE UM, YTO OHU
MOTYT CIy4YailHO 3arpy3UTh BUPYCHI HJIM APYTOe HeXellaTeIbHOe IPOrpaMMHOE 0OecIieYeHHeE.

9. Ilpuyunte Bamero pebeHka cooOmiaTe BaM O JIIOOBIX yrpo3ax WM TPEBOIax, CBA3aHHBIX C
WuTepHerom. HanoMHuTe I€TSIM, 4YTO OHU B OE€30IIACHOCTH, €CJIM CaMU paccKas3alli BaM, O CBOUX YIpo3ax
i TpeBorax. [loxBanuTe UX U OCOBETYWTE MMOAONTH €IIIe pa3 B MOJOOHBIX CIyJasx.

10. Pacckaxute netsim o mopHorpaduu B MuTepuere. [lomorutre uMm 3allUTUTBCS OT cHama.
Hayunte nmoapoctkoB He BbljaBaTh B MIHTEpHETE CBOErO peaibHOrO SJIEKTPOHHOTO ajipeca, He OTBEYaTh
Ha He)KeJaTelbHbIe MMChMa M HCIIOIb30BaTh CIICUATbHbBIE TTOYTOBBIE (PHIIBTPHI.

11. IlpuyunTe ceOsi 3HAKOMUTBCS C CATaMu, KOTOPbIE MOCEUIAt0T MOAPOCTKH.

12. Haqu/ITe nerei yBaXaThb APYI'UX B MHTCPHCTC. y6eI[I/IT€CB, 4TO OHH 3HAKOT O TOM, 4YTO IIpaBHJIa
XOpowero moBCACHUA I[ef/'ICTBYIOT BE3C - 1AKC B BUPTYAJIbHOM MHUPC.

13. OObscHUTE JETSIM, YTO HU B KOEM Cilydae Hellb3s HCHojb30BaTh CeTh JUIsl XYJIMTaHCTBA,
pacrpoCTpaHEHUs CIUIETEH UM YTPO3 APYTHM JTIOASM.

14. Ob6cyaute ¢ TOAPOCTKaMU MPOOJIEMBbI CETEBbIX a3apTHBIX WUIP M HMX BO3MOXKHBIA PHUCK.
HamomMuute, 4TO 16T HE MOTYT UTPaTh B 3TH UTPHI COTJIACHO 3aKOHY.

[TocTostHHO KOHTpONUpYiiTe ncnoib3oBanue MutepHera Bamum pebenkom! D10 He HapyllIeHHE ero
JUYHOTO TPOCTPAHCTBA, a Mepa MPEIOCTOPOKHOCTH M IposiBIeHWE Bameld poauTenbeKou
OTBETCTBEHHOCTHU U 3a00THI.
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